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ABSTRACT

The study aims to know about cyber penetrations and attacks on
information privacy in personal data and information, especially confidential ones,
through complete or partial access to those secrets. This access is illegal if it is
done by a person who does not legally have a license to access that information.
the research relied on the descriptive analytical inductive approach, which relies
on collecting data and facts about the phenomenon and presenting its dimensions
theoretically and scientifically with the comparative approach to understand the
tasks of electronic law as a result of the hacks and violations suffered by
institutions with private data, with the aim of reaching objective results that
achieve the goal of the study. The most important of them is that what
distinguishes the crime of cyber hacking is that it is a crime that is quickly carried
out remotely without requiring presence at the crime scene and that cybercrime
constitutes an element of temptation for criminals in the possibility of exploiting
technology and modern technology, especially when the perpetrator is an
employee who relies on the computer in the nature of his work so that he has all
The information necessary to achieve multiple and successive penetrations into
computer systems, and the need for strong protection methods for information
stored in computers or electronic data transmission media with firewalls, The
research came up with recommendations, the most important of which is allocating
and creating a special legal article in the Cybercrime and Data Protection Law that
criminalizes the use of cyber-hacking systems in hacking public and private
information systems.

Keywords: Cybersecurity - Legal Liability - Violation of Privacy - Data and
Information.
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